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Objective:
A dynamic Information Security Professional with overall with 12 years of experience in Information Security, IT General Control Life Cycle, IT-GRC, Service Delivery Management, ITIL, Identity and Access Management, Software Asset Management, Incident Management and Response.
Profile Summary:

· 12+ years of experience in security architecture, design, implementation, or support of complex application architectures from security perspective in Cloud environment
· Experience in integration of various aspects like Incident Response, Risk Management, Identity and Access Management, Data Security (DLP), Software Asset Management and web application security methodology
· Architecture and design of security controls, product best fit analysis to ensure end to end security covering different approaches for layered security, zoning, Integration aspects, API, Endpoint security, Data security, Compliance and regulations, Threat intelligence, Threat exposure & Incident management aspects for the cloud deployments 

· Excellent understanding and Experience in implementing ITIL best practices like Change Management, Incident Management, Problem Management, Knowledge Management, Service Level Management processes under the ITIL framework with a global mindset, strong quantitative and conceptual abilities
· In depth understanding of end-to-end IT infrastructure that supports services like Desktop, Client-server, Networking, and Telecommunication, Enterprise management tools
· Have worked in various roles and positions from an individual contributor to an external consultant, team manager and a team player in varied sectors

Certification:

· Certified Information Systems Security Professional (CISSP) | (ISC) 2

· Certified Ethical Hacker (CEH) | EC-COUNCIL

· Certified ITIL -V3 Foundation in IT Service Management | EXIN
· Certified AZ-900: Microsoft Azure Fundamentals 

· Trained AZ-500: Microsoft Azure Security Technologies 
· Trained CLF-C01: AWS Certified Cloud Practitioner
SOC Tools /Device worked:
· GRC Tools:

ICE and SAP
· Service Management Tools: 
Service Now, Archer, Remedy

· Vulnerability Assessment/Pen testing Tools: 
Symantec Endpoint Security, Symantec DLP, Proofpoint Email DLP, FireEye(IPS/IDS), Cofense PhishMe, Infoblox, McAfee Network Security Platform (IPS/IDS)
· SIEM and Threat Modelling: 
Splunk Enterprise Security (ES), Palo Alto firewall, McAfee Next Generation Firewall (NGFW), Crowdstrike AV, O365 Advanced Threat Protection
· Other IT: 
Zscaler Internet Access (ZIA), Zscaler Private Access (ZPA), AWS Amazon Guard​Duty, AWS WAF - Web Application Firewall, Amazon Virtual Private Cloud (Amazon VPC), Azure security center, SCCM, CMDB, SAP HCM, Success factor BIZX
Academic Qualification:

· B.E - Electronics & Communication Engineering - 2010
Visvesvaraya Technological University

· MS - CSOL in Cyber Security Operations and Leadership - (2022-Pursuing)

University of San Diego
Professional Experience:
Organization 
 : HCLTech 
Duration                : May 2021 - Till date
Designation
 : Security Architect
Roles & Responsibilities:

· Design, implement and maintain enterprise class security systems and services to mitigate current and emerging threats while ensuring operational resilience and alignment to recognized frameworks, regulatory requirements and the business and technology strategies

· Define and maintain technical security standards and key controls for the Banks IT infrastructure

· Act as an escalation point for the investigation of security events and incidents; lead investigations for root cause analysis and impact assessments of affected critical systems or data and manage the necessary corrective action plan

· Provide specialist support as a Subject Matter Expert in all areas of IT Security including alignment of standards, frameworks and security with overall business and technology strategies

· Guiding the security team, cultivating a sense of security awareness, and developing top talent within the team

· Identify and drive improvements on security assessments and internal investigation capabilities through improved technologies, processes, and practices

· Define cloud security architectures and internal systems designs with appropriate controls and monitoring capabilities through centrally managed monitoring and response services

· Create Information Security Reporting and Metrics for new platforms and capabilities

· Defining configuration policies and active tuning of DLP, L7 Firewalls, VPN, AV, IDS, W/IPS, SIEM, SSL Inspection, Endpoint Protection, mobile device computing, DB Security, and similar security technologies/services.

· Conduct research on emerging threats to support security enhancement and development efforts; recommend security improvements, upgrades, and/or purchases.

· Drive the continuous improvement of security technologies, services and MSS providers to improve detection and reduced false positives.

· Manage security work-streams for new business and IT initiatives through guidance on implementing security by design.

· Develop project plans with estimated effort, delivery schedule and cost estimates for new initiatives and existing system upgrades.

· Manage Ethical Hacking engagements through specialist third parties to define scope, manage daily debriefings, deliverables and defined corrective action plans.

· Conduct first response IT Forensics activities to support incidents.

· Design and deliver secure application architectures with appropriate segregation patterns and integration with standardized security services 

· Work with IT Technical teams in ensuring Vulnerability Management analysis and prioritization is implemented managed in collaboration with the IT Teams.

· Provide audit management support and SME views on risks, controls, and operating practices. 

Professional Experience:
Organization 
 : Mr. Cooper group Inc
Duration                : March 2020 – April 2021
Designation
 : Senior Consultant - Information security and Intelligence
Roles & Responsibilities:

· Lead 24x7 SOC and NOC teams includes providing operational and strategic planning, including fostering innovation, planning projects, and organizing and negotiating the allocation of resources

· Stay abreast of evolving risks, new developments in the security industry and industry best practices in risk management, threat analysis and threat response techniques
· Maintain an efficient and secure IT computing infrastructure on the public clouds. Managing cloud environments in accordance with company security guidelines

· Partake in efforts that shape the organizations security policies and standards for use in cloud environments

· Assist in the execution of information security cloud projects with other engineers, vendors and consultants
· Review, analyze, and evaluate cloud security tools and document, troubleshoot, and remediate issues. Develop and implement technical efforts to design, build, and deploy cloud applications
· Analyze security logs, monitoring logs, firewall logs, intrusion prevention system logs, and network and correlate logs using numerous database query techniques and tools. Work with the security team to create reports and analyze data to effectively present the current security environment

· Interpret security and technical requirements into business requirements and communicate security risks to relevant stakeholders ranging from business leaders to engineers

· Lead deployment of security projects and act as a point of escalation to help resolve any issues

· Direct and influence multi-disciplinary teams in implementing and operating Cyber Security controls

· Interfaces with cross-functional technical stakeholders to gather non-functional requirements with platform architecture, security, compliance, infrastructure, application support, and release management.

· Troubleshoot incidents, identify root cause, fix, and document problems, and implement preventive measures

· Build monitoring and alert systems to increase internal visibility and automatically respond to incidents in our various environments.

· Define and document best practices and strategies regarding security and compliance

Professional Experience:
Organization 
: ITC InfoTech 
Duration 
: April 2017 – Feb 2020
Designation         : IT Infrastructure Manager - Cyber Defense Operations 
Roles & Responsibilities:
· Evaluate and monitor overall SOC effectiveness

· Implemented ITIL processes like incident, request, change, problem management for SOC team

· Built Level-1and level2 Engineering Team for 24/7 monitoring at customer SOC and set goals in providing the training and make them understand their daily activities and responsibilities
· Firewall patch and upgrade monitoring, reviews, maintenance scheduling and deployment
· Monitored for IDS\IPS security alerts and reviewed on IDS\IPS rule for fine tuning
· Developing new processes & procedures, standards, and guidelines & finding improvement for SOC 

· Executed network and web application vulnerability scans using Nexpose vulnerability scanner and validated the reported vulnerabilities
· Proactive monitoring and contribution to service improvement area
· Health check on the loggers on daily basis. Monitoring and managing the real time events for the security devices (Firewall, Routers, Servers) using the ArcSight
· Preparing SOP (Standard Operations Procedures) and sharing it with customer and internal Teams for the resolved issues, Follow-up with global teams for incident identification
· Monitor all critical ports of Firewalls for continues security threats and do first level analysis / troubleshooting for known / less critical security incidents
Previous Experience: 
Vodafone India Shared Services: (Sep 2013 - Mar 2017)

Role: Sr. IT Analyst (IT SOC - Information Security & Data Loss Prevention)

ANZ: (May 2012 - Aug 2013)

Role: Associate SOC Engineer 

Personal Details:
Date of Birth: 



January 1987 

Languages known: 


English, Hindi, Kannada, Tamil and Urdu.

Marital status

 

Married
Hobbies



Traveling, Driving, Playing indoor and outdoor games.
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