Abdul Khan     
PROFESSIONAL SUMMARY
Over a decade of cyber security, cloud, engineering and network industry experience with complex projects for 
multiple fortune 500 companies. 
Deep exposure in different verticals such as larger enterprise, financial, telecom, petrochemical, public and 
commercial sectors where I was fully involved as a consultant, architect and leader in solution architectural 
platforms, turnkey solution building, technology strategy planning, channel sales, vendor management, product 
development, business development, decision making, go-to-market alliance, customer relationship management, 
account management, team building and KPIs goal setup.
Possess track record of over 150 large scale projects in cyber security, engineering, cloud computing, consultancy, ICT services, business continuity, resiliency, consultancy, risk advisory, IT security, artificial intelligence, machine learning, solution architect, telecommunication, large enterprise networks, BMS, IoT, data structure, application platform, and managed security services (MSS).

Excellent communication, leadership, presentation, negotiation, public speaking, teamwork, conflict 
management, strategic decision making, strategic thinking, analytical thinking and problem-solving skills.

Can quickly identify client’s business challenges, core issues and compelling reason to act by addressing with relevant solutions in the area of IT security, cloud computing, cyber security, risk advisory, consultancy, large complex networks, data center, Business Continuity and Resiliency which includes vendor solution including but not limited to Cisco, Splunk, IBM, Juniper, Microsoft, Polycom, Extreme, Nevotek, F5, Tripwire, Bluecoat/Symantec, Citrix, Riverbed, Gemalto, Paloalto, Forescout, Trend Micro, Checkpoint, Crowdstrike, Tanium, HP, RSA, AWS, Oracle Cloud and VMWARE.
PROFESSIONAL QUALIFICATION
	Cyber Security
	Cloud
	Network & IoT
	Others

	CISSP (ISC)2
	MS Azure Solution Architect
	Cisco CCIE R&S # 20723
	TOGAF Level 1

	CISM (ISACA)
	MS Azure AI Solution
	Cisco CCIE SP # 20723
	Unix VR System Admn

	MS Azure Security Architect
	AWS Solution Architect
	Cisco CCVP
	Digital Marketing 

	AWS Security Specialization 
	ISO 27001 & ISO27002
	Cisco CCSP
	Sun Solaris Admin

	CCIE Security Q
	IBM Cloud DR as a Service
	Cisco CCDE Q
	ITILv3

	Checkpoint CCSE
	IBM Cloud Backup as a Service
	Cisco Wireless LAN Specialist
	IBM Business Continuity/Resiliency

	IBM Security Services
	IBM Pureflex 
	Juniper JNCIS-ENT
	

	RSA Secure ID Admin
	BT Cloud
	Smart Cities
	

	RSA Secure ID System Engineer
	OCI Cloud
	Cisco R&S Solution Specialist
	

	Security Engineering
	Oracle Cloud Analytics
	Cisco Data Centre Nexus
	

	Juniper JNCIS-Sec
	
	
	

	Oracle Cloud (OCI) Security
	
	
	


WORK EXPERIENCE
FORTUNE 100 FIRM (Confidential and detail to be shared during interview)              
Cyber Security Architect/Advisor
                                 


    
         Jun 2021 – Present    
Responsibilities         
· With thought leadership lead cross organizational engineering teams to roll out award winning products.
· Raise the bar across SDLC to ensure quality of the products exceeds client expectation.

· Work with R&D team including but not limited to robotics, big data, AI/ML/DL and IoT which prospers in the shape of prototype and later as full product roll out.
· Using design thinking created a customer centric organization, and developed strategies to reduce processes, ensure innovation and increase the brand satisfaction.
· Build tools to foster and sustain an entrepreneurial organizational culture and aligned company’s growth strategy with culture and environment 
· Apply design thinking along agile, scrum and Kanban methodologies to develop security solutions that are usable and deliver value with enhanced decision making.
· Roll out DevSecOps and promotes the culture of analytical tools to identify and evaluate business’s strategy, its position in the industry and capitalize on end results. 
Achievements
· Rolled out SAST, DAST and SCA tools across CI/CD pipeline.

· Provided security vision, strategy, initiatives and turned potential threats into competitive opportunities.
· Laid the foundation and architecture for the code-base and the technology to maintain in addition to ensuring wide variety of cloud tools used in the DevOps and DevSecOps life cycle.

· Designed the directions with measurable objective and key result (OKR).

· Achieved HIPAA, GDPR, IRAP and FedRAMP compliance for SaaS which resulted in 1 billion client events.
IBM        


   
Lead Architect – Security, Compliance and Cloud
                                                   April 2015 – May 2021            
Responsibilities

· Responsible for the overall cyber security, cloud, technology/strategic consulting, engineering, managed security services (MSS), MS Azure, AWS, GCP, consultancy, professional services, distributed systems, outsourcing, support, training, services, PS pre-sales, and solution architectures projects.
· Lead geographically distributed team of DevSecOps, consultants, architects and engineers to deliver support, consultancy, risk advisory, professional services projects and ensure customer success.
· Provide end to end solution by working closely with the customers, vendors and channel partners.
· Create data center migration strategies and move large-scale production systems to on-premises or AWS/Azure.
· Responsible for services channel enablement, partner onboarding, customer success and vendors management.
· Prepare RFP, solution design and BOQ for the end customer in addition to owning RFP bid response, solution presentation and secure the deal by working closely with partners, vendors and clients.

· Own the full technical sales cycle starting from RFP preparation, preparing technical solution, going through bid and get the PO.
· Architected and developed MSS, public cloud and resiliency technical solution design with artifacts.

· Delivered consultancy projects with the focus on IT audit, information security management, vendor security governance program, cyber fusion center, ISO27001, ISO22301, PCI-DSS, NIST, HIPAA, BCMS, ISMS, SOX, GRC, data privacy, risk management, threat intelligence, identity and access management, training, awareness, develop policies procedures and guidelines.

· Present technical solution design to CISOs, CXOs, partners and customers.
· Responsibilities were for end-to-end life solution life cycle of MSSP, UX, QA, SRE, microservices and Cloud including but not limited to presales team development, technical team development, product development including MVP, P&L, customer experience management, cyber incident response and partner onboarding for Security Operations (SOC) and Cloud services.
· Understand client’s business requirement and translate into technical product offering in the arena of Public Key Infrastructure (PKI), Security Incident and Event Management (SIEM), Next Generation Firewall (NGN), Intrusion Detection and Prevention System (IDPS), Endpoint Protection, File Integrity Monitoring (FIM), Configuration Compliance Management (CCM), Vulnerability Management System (VMS), Identity and Access Management (IAM), Data Loss Prevention (DLP), IoT Security, IaaS, cloud security, SOAR (Security Orchestration, Automation and Response), Zero trust, CASB, SASE and disaster recovery as a service.
Achievements
· Delivered 50+ projects for customers which resulted in $30M+ of cost savings.
· Created GTM strategy and enabled ISVs of different verticals to sell the security and cloud offerings.
· Achieved 65% growth through cross sell/up sell of services and end to end solution in different verticals.

· Achieved 200% new partner enablement for the services which resulted in additional projects and revenue.
· Achieved 133% team growth rate in professional services and outsourcing.

· By working closing with end customers and sales team closed $50M+ of business.
IBM          







   
Lead Solution Architect

         
                    



     Dec 2009 – Mar 2015
Responsibilities
· Provided solution architectural, Consultancy and Pre-Sales solutions by following TOGAF framework with the focus on cloud, cyber security and network.
· Led solution teams to provide architectural and pre-sales services, replies to RFIs/RFPs in addition to acting as primary interface with the vendor and customers to fulfill their business and technical requirements.
· Provided turnkey solutions for Cisco, Juniper, Avaya, FVC, Nevotek, Huawei, Bluecoat, HP, Checkpoint, RSA etc.

· Involved in product development with the focus on business resiliency, Managed Security Services (SIEM, Managed Firewall, VMS), disaster recovery, DRaaS (disaster recovery-as-a-service), BaaS (Backup as a Service), VSR (Virtualized Server Recovery), cloud computing, security services, software defined network (SDN) and managed services solutions (MSS). 
· Conducted seminars for C-Suite, IT management, and technical engineering in addition to hiring key staff.
· Provided security, cloud and resiliency professional services for the respective customers.
· Prepare presentations for the customers, vendors and top management for different products and solution.

· Worked on key accounts throughout the middle east and Africa to gain footprint.
· Provided enterprise network, unified communication, MPLS, IoT and security consultancy services, pre-sales solutions, document business case, BOQ preparation, technical solution development and RFP responses.
· Created and tested client solutions on the test bench before implementing it in the production environment.
Achievements

· Got presales of the year award for the channel partner enablement.

· Closed 9 deals with the signing value of 20M$.
· Delivered projects worth $40M+.
· Developed and launched IBM’s VSR (DR as a Service) in multiple regions which is a leader in Gartner.
· Contributed in alliance go-to-market (GTM) strategy and enabled team of 20 presales for MSS, cloud and resiliency solution which resulted in $25M of new business.
Cisco
Network and Security Engineer 

         
                    


      Mar 2005 – Nov 2009
Responsibilities
· Provided network and security consultancy services to identify and translate the customer’s technical

requirements into a solution that is technically feasible, commercially viable and comply with KSE standards.

• Responsibilities were to manage high-end trading network (LAN/WAN) and its security which were based on

Cisco and non-Cisco Products in addition to Network/Security consultancy and design.

• Worked with IT team for the transition of complex and critical stock exchange systems, network and security.

• Quality assurance testing on quarterly basis for critical stock exchange brokerage and investor applications.

• Prepared RFP and BOQ/BOM for different projects and acted as primary technology interface with vendors.

• Conducted pilot testing according to vendor and network and security standard and guideline.

• Conducted seminars for higher management and customers about latest products and new proposed solutions.

• Provided Telecom, Enterprise LAN, WAN, MPLS, VoIP and Network’s Security solutions, Implementation,

Configuration and Support in addition to pre-sales and consultancy services with the focus on Cisco products.

• Troubleshooting and development of large-scale network with problem resolution of elusive customer difficulties.
Achievements

• Completed 20 high profile major public sector, ISPs, financial institutions, oil and gas, network/security

designing, consultancy and implementation projects with a lead role on 7 projects.
EDUCATIONAL & EXECUTIVE LEADERSHIP QUALIFICATION

Breakthrough Innovation - Massachusetts Institute of Technology (MIT)

Artificial Intelligence (AI) Leadership - Massachusetts Institute of Technology (MIT)

Global School (GSS) Graduate - IBM
Lead Beyond - Oracle
Bachelor of Computer Science (BCS) – New Ports Institute of Communication and Economics  
PERSONAL DETAILS

Present Location:  Florida, USA   Email: abdulhaseebkhan@gmail.com    
Cell: (678) 661-9345 
Work Status: Green Card
                

