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EXPERIENCE SUMMARY:
· 8+ years of experience as an Oracle IDM/OUD/WebLogic/Forgerock OpenAM, OpenDJ [ CTS & CFG ] Specialist, Shell scripting expert for automation and Oracle Database Administrator.
· 24*7 – Oracle & Forgerock IAM Production Support Consultant and Manager
· Expertise in OAM, OAAM, PARMS(Privileged Access and Roles Management System), Oracle Internet Directory LDAP (OID and OUD) , OIM/IAM(Identity and Access Management), Active Directory(AD), Oracle HTTP server , Oracle Access manager, Forgerock AM, CTS , CFG, TMS
· Experience in installation/deployment/configuration of above components on  Weblogic(10.3.6) on Unix/Linux platform.

· Integration of Oracle Identity Manager, Oracle Access Manager and LDAP(Oracle Unified Directory and Oracle Internet Directory).

· Experience to handling Incidents, Change request, service request and Task with various Ticketing tools(Service Now, BMC Remedy and HP service centre)
· Configuring provisioning and reconciliation processes using Trusted and Target Resources
· Configuring roles and access policies

· Documented operational experience involving IDM products, primarily OID, OIM and OAAM
· Worked in APAC, AMER and EMEA Timings

· Core expertise in Oracle Database Administration which includes Oracle monitoring and Maintenance of Oracle Databases with sizes as big as from 500G to 1TB.

   ACADEMIC RECORDS SO FAR:
	EXAMINATION
	INSTITUITON / BOARD
	YEAR OF PASSING
	MARKS (%)

	Master of Computer Applications
	Thanthai Periyar Govt Institute of Technology, Vellore-2.
	2010
	83

	B.Sc (Physics)
	Islamiah College, Vaniyambadi
	2007
	71

	H.S.C
	Hindu Hr.Sec.School,

Vaniyambadi
	2004
	68

	S.S.L.C
	D.M.M School, Kethandapatti.
	2002
	6


PROFESSIONAL EXPERIENCE – Oracle IDM Suite 

	COMPANY NAME
	FROM DATE
	· TO DATE
	LOCATION

	Standard Chartered Bank
	21st Jan 2019
	Till Date
	Chennai – Offshore


Role: Production Support Manager – Oracle IDM/OUD/WebLogic/Forgerock OpenAM Specialist
TECHNICAL SKILLS
Oracle Identity and Access Manager
1. End to End Installation and Configuration of Oracle IDM Suite.

2. Oracle Database to import the OIM, OAM/MDS schema through Repository Creation Utility.

3. Support managed services engagements by handling Level 1 (L3) and Level 2 (L4) activities pertaining to Oracle Identity Management.

4. Manage Operations in 24x7 shift..

5. Incident and Problem resolution using Ticket Tools – ServiceNow.
6. Ticket triage and incident solution within prescribed SLA.

7. Manage SLAs & KPIs.

8. Managing Oracle Identity Manager Interfaces

9. On-boarding and Off-boarding the users into OIM through .csv file.

10. Managing Bulk  Load Approvals and Reject Process through Schedulers.

11. Managing Oracle Identity Manager Connectors

12. Managing Approval Workflows, Creating Requests, Approving Requests, Accessing the 
Resource

13. Reconciliation and Provisioning, Authoritative and Account Reconciliation, Implementing reconciliation Workflows

14. Managing/Assigning Administrative Roles and Policies

15. Loading User and Role-Based Data with the Bulk Load Utility

16. Creating and Managing Users, Roles, and Organizations

17. Accessing the Oracle Identity Manager Web Consoles, Deploy Oracle WebLogic Server 
(10.3.6)

18. Managing Auditing, Monitoring, and Logging

19. Deploying SANDBOXES, Exporting and Importing Configuration Data

20. Monitoring the Periodic and Non-Periodic Schedulers

21. Configuring Identity Provider Applications in OAM for Single-Sign On

22. Integrating OUD as an Identity Store in OAM.

23. Monitoring SAML request and response of the Integrated Applications.
24. Integrating SAML, OAuth, OpenID connect application into OAM
Forgerock [OpenAM, OpenDJ (CFG & CTS), OpenIG]
1. Expertise in Installing and configuring the certs in jboss keystore and update the same in the CONF file.
2. Expertise in Installing and configuring Tomcat & Apache application server.

3. End to End Installing and configuring OpenAM war through command line and AMSTER tool.

4. Installing and configuration of OpenDJ servers [ CTS and CFG ] along with replication servers.

5. On-Boarding Radius server for VPN Authentication in AM Console

6. On-Boarding SAML, OAuth, OpenID Connect & IG based Application in AM and will provide the IDP metadata to Application team [ Self signed and Unsigned ]

7. Creating Authentication and Authorization trees and modules based upon application requirement in AM.
8. Monitoring CFG and CTS servers through ITRS web dashboard and Geneos console.

9. Automated the CFG and CTS servers restart through Rundeck tool (i.e) in single shot it will done stop and start activity.

10. Experience in Creating Authorization Polices and assigning the policies to Entity as per the app team requirement.
11. Strong experience in troubleshooting the access & authentication logs [Auditlogs] along with app team

12. Working closely with project management to identify key IAM technical requirements, prioritize requirements, catalog requirements, and assign them to project use cases and sprints.
Oracle Unified Directory
1. End to End Installation and Configuration of Oracle Unified Directory.

2. Configured Directory and replication server with Proper Sync.

3. User, Role and groups creation using ldif scripts as well ODSM console.
4. Modifying and Deleting User, role and groups through ldif scripts.

5. Monitoring SSL Handshake request from Integrated Applications.

6. Adding/Whitelisting application IPs into OUD ACL.

7. OUD off-line data export and import.

8. Adding New Attribute in OUD through ODSM console
9. Remove OUD Instance from A Replication Topology and Initialize
10. Applying Patches in the OUD

11. Migrated SSL certification from SHA1 to SHA2

12. Checking dsreplication status in all the OUD servers.
13. Working with LDAP schemas and both context-based and contextless object references in a tree structure
14. Troubleshooting all the OUD related Issues [CONNECT, BIND, SEARCH].

Oracle WebLogic 11g/12c
1. End to End Installation and Configuration of Oracle Weblogic Server

2. Configured Adminserver, Managed Server and Node Manager.

3. Configured all the Managed servers in Cluster.

4. Backup the domain using template builder and pack/unpack.

5. Using tar, can back up all the middleware and wls home.

6. Deploying the Applications/services in WebLogic

7. Node Manager changes for Secure Listener
8. Creating JDBC connectivity from Weblogic to DB.

9. Integration Oracle Unified Directory into Weblogic through Authentication Provider.

10. Patching [bsu and Opatch]

11. Troubleshooting all the Weblogic related Issues.
	COMPANY NAME
	FROM DATE
	· TO DATE
	LOCATION

	Sify Technologies Limited
	5th July 2017
	14th Jan 2019
	Chennai – Offshore


Client: National Board of Medical Examiner (United States of America)  
Role: Oracle Identity Management Specialist (11gR2 - PS1, PS2, PS3) – Senior Software Engineer – Identity and access Management
Oracle Identity and Access Manager

1. End to End Installation and Configuration of Oracle IDM Suite.

2. Oracle Database to import the OIM, OAM/MDS schema through Repository Creation Utility.

3. Support managed services engagements by handling Level 1 (L3) and Level 2 (L4) activities pertaining to Oracle Identity Management.

4. Manage Operations in 24x7 shift..

5. Incident and Problem resolution using Ticket Tools – ServiceNow.
6. Ticket triage and incident solution within prescribed SLA.

7. Manage SLAs & KPIs.

8. Managing Oracle Identity Manager Interfaces

9. On-boarding and Off-boarding the users into OIM through .csv file.

10. Managing Bulk  Load Approvals and Reject Process through Schedulers.

11. Managing Oracle Identity Manager Connectors

12. Managing Approval Workflows, Creating Requests, Approving Requests, Accessing the 
Resource

13. Reconciliation and Provisioning, Authoritative and Account Reconciliation, Implementing reconciliation Workflows

14. Managing/Assigning Administrative Roles and Policies

15. Loading User and Role-Based Data with the Bulk Load Utility

16. Creating and Managing Users, Roles, and Organizations

17. Accessing the Oracle Identity Manager Web Consoles, Deploy Oracle WebLogic Server 
(10.3.6)

18. Managing Auditing, Monitoring, and Logging

19. Deploying SANDBOXES, Exporting and Importing Configuration Data

20. Monitoring the Periodic and Non-Periodic Schedulers

21. Configuring Identity Provider Applications in OAM for Single-Sign On

22. Integrating OUD as an Identity Store in OAM.

23. Monitoring SAML request and response of the Integrated Applications.
Oracle Unified Directory

1. End to End Installation and Configuration of Oracle Unified Directory.

2. Configured Directory and replication server with Proper Sync.

3. User, Role and groups creation using ldif scripts as well ODSM console.

4. Modifying and Deleting User, role and groups through ldif scripts.

5. Monitoring SSL Handshake request from Integrated Applications.

6. Adding/Whitelisting application IPs into OUD ACL.

7. OUD off-line data export and import.

8. Adding New Attribute in OUD through ODSM console
9. Remove OUD Instance from A Replication Topology and Initialize
10. Applying Patches in the OUD

11. Migrated SSL certification from SHA1 to SHA2

12. Checking dsreplication status in all the OUD servers.

13. Troubleshooting all the OUD related Issues [CONNECT, BIND, SEARCH].

Oracle Weblogic 11g/12c

1. End to End Installation and Configuration of Oracle Weblogic Server

2. Configured Adminserver, Managed Server and Node Manager.

3. Configured all the Managed servers in Cluster.

4. Backup the domain using template builder and pack/unpack.

5. Using tar, can backup all the middleware and wls home.

6. Deploying the Applications/services in WebLogic

7. Node Manager changes for Secure Listener
8. Creating JDBC connectivity from Weblogic to DB.

9. Integration Oracle Unified Directory into Weblogic through Authentication Provider.

10. Patching [bsu and Opatch]

11. Troubleshooting all the Weblogic related Issues.

	COMPANY NAME
	FROM DATE
	· TO DATE
	LOCATION

	Mphasis
	1rd September 2016
	30th June 2017
	Chennai – Offshore


Client: Pfizer (United States of America)  
Role: Lead Infra Engineer - Oracle IDM/OUD/Weblogic Specialist
TECHNICAL SKILLS
Oracle Identity and Access Manager

1. End to End Installation and Configuration of Oracle IDM Suite.

2. Oracle Database to import the OIM, OAM/MDS schema through Repository Creation Utility.

3. Support managed services engagements by handling Level 1 (L3) and Level 2 (L4) activities pertaining to Oracle Identity Management.

4. Manage Operations in 24x7 shift..

5. Incident and Problem resolution using Ticket Tools – ServiceNow.
6. Ticket triage and incident solution within prescribed SLA.

7. Manage SLAs & KPIs.

8. Managing Oracle Identity Manager Interfaces

9. On-boarding and Off-boarding the users into OIM through .csv file.

10. Managing Bulk  Load Approvals and Reject Process through Schedulers.

11. Managing Oracle Identity Manager Connectors

12. Managing Approval Workflows, Creating Requests, Approving Requests, Accessing the 
Resource

13. Reconciliation and Provisioning, Authoritative and Account Reconciliation, Implementing reconciliation Workflows

14. Managing/Assigning Administrative Roles and Policies

15. Loading User and Role-Based Data with the Bulk Load Utility

16. Creating and Managing Users, Roles, and Organizations

17. Accessing the Oracle Identity Manager Web Consoles, Deploy Oracle WebLogic Server 
(10.3.6)

18. Managing Auditing, Monitoring, and Logging

19. Deploying SANDBOXES, Exporting and Importing Configuration Data

20. Monitoring the Periodic and Non-Periodic Schedulers

21. Configuring Identity Provider Applications in OAM for Single-Sign On

22. Integrating OUD as an Identity Store in OAM.

23. Monitoring SAML request and response of the Integrated Applications.
Oracle Unified Directory

1. End to End Installation and Configuration of Oracle Unified Directory.

2. Configured Directory and replication server with Proper Sync.

3. User, Role and groups creation using ldif scripts as well ODSM console.

4. Modifying and Deleting User, role and groups through ldif scripts.

5. Monitoring SSL Handshake request from Integrated Applications.

6. Adding/Whitelisting application IPs into OUD ACL.

7. OUD off-line data export and import.

8. Adding New Attribute in OUD through ODSM console
9. Remove OUD Instance from A Replication Topology and Initialize
10. Applying Patches in the OUD

11. Migrated SSL certification from SHA1 to SHA2

12. Checking dsreplication status in all the OUD servers.

13. Troubleshooting all the OUD related Issues[CONNECT, BIND, SEARCH].

Oracle Weblogic 11g/12c

1. End to End Installation and Configuration of Oracle Weblogic Server

2. Configured Adminserver, Managed Server and Node Manager.

3. Configured all the Managed servers in Cluster.

4. Backup the domain using template builder and pack/unpack.

5. Using tar, can backup all the middleware and wls home.

6. Deploying the Applications/services in WebLogic

7. Node Manager changes for Secure Listener
8. Creating JDBC connectivity from Weblogic to DB.

9. Integration Oracle Unified Directory into Weblogic through Authentication Provider.

10. Patching [bsu and Opatch]

11. Troubleshooting all the Weblogic related Issues.

	COMPANY NAME
	FROM DATE
	· TO DATE
	LOCATION

	Chainsys India Private Limited
	3rd November 2014
	31st August 2016
	Chennai – Offshore


Client : Abbvie & Abbott (United States of America)
Role : Oracle Identity Management Specialist (11gR2 – PS1, PS2, PS3)
Oracle Identity and Access Management - TECHNICAL SKILLS
· Support managed services engagements by handling Level 1 (L1) and Level 2 (L2) activities pertaining to Oracle Identity Management.

· Manage Operations in 24x7 shift.

· Incident and Problem resolution using Ticket Tools – ServiceNow, BMC Remedy Tool.

· Ticket triage and incident solution within prescribed SLA.

· Manage SLAs & KPIs.

· Managing Oracle Identity Manager Interfaces

· On-boarding and Off-boarding the users into OIM through .csv file.

· Managing Bulk  Load Approvals and Reject Process through Schedulers.

· Managing Oracle Identity Manager Connectors

· Managing Approval Workflows, Creating Requests, Approving Requests, Accessing the 
Resource

· Reconciliation and Provisioning, Authoritative and Account Reconciliation, Implementing reconciliation Workflows

· Managing/Assigning Administrative Roles and Policies

· Loading User and Role-Based Data with the Bulk Load Utility

· Creating and Managing Users, Roles, and Organizations

· Accessing the Oracle Identity Manager Web Consoles, Deploy Oracle WebLogic Server 
(10.3.6)

· Managing Auditing, Monitoring, and Logging

· Deploying SANDBOXES, Exporting and Importing Configuration Data

· Integration: Oracle Identity Manager and Oracle Privileged Account Manager
· PARMS - Privileged Access Request Management System.

· Familiar with directory services, LDAP v3 and Active Directory.

· Oracle IDM integration, LDAP/AD integration  with E-Business Suite, WebCenter
PROFESSIONAL EXPERIENCE - Oracle DBA
	COMPANY NAME
	FROM DATE
	TO DATE
	LOCATION

	Ascendency InfoSystems
	4th March 2013
	10th October 2014
	Chennai - Offshore


Client: Shelf drilling Inc

Role: ORACLE DBA 
Roles and Responsibilities
· Creating Primary Database storage structures (tablespace, datafiles) and objects like Tables, Indexes.

· Checking alert log and trace files for errors. 

· Monitoring the tablespace growth and storage structure.

· Analyse and Rebuild Index to rectify segment fragmentation.

· Enrolling new users and maintaining system security, Roles, System and Object Privileges and managing user quotas.

· Monitoring the unwanted User Session and killing them if needed.

· Monitor physical and logical backup strategies.

· Monitoring database and collecting statistics by using EXPLAIN PLAN.

· Using TKPROF, AWR to find ways to improve the database’s performance

· Analyse the database performance using diagnostic tools and gathering the statistics based on AWR and ASH reports.

· Implemented and tested RMAN Backup strategies in production, testing environment for backup and recovery.

· Backup/recovery, installation, configuration, troubleshooting, performance monitoring and tuning.

· Implementation of database using DATA PUMP utility, EXPORT & IMPORT.

· Up gradation from 9i to 10G.

· Monitoring the Manual physical standby server . 

· Archive log file apply process to manual standby server.

· Archive log gap verification and object count ,row count verification between primary to standby

· Having knowledge in Oracle 10g RAC.
· Known to create ASM on RAW Disk layout for RAC Setup.
PERSONAL DETAILS:     
Full Name


:  M. SAMBANTHAMOORTHY
Date of Birth


: 16 -10- 1986.
Sex




: Male.

Marital Status


: Married.                 

Father’s Name


: Mr. G.Manimozhi.

Nationality


: Indian.

Languages Known

: English, Tamil.         
      Address



: 3/71, Koothandakuppam (Village),

                               

 
 Kethandapatti (Post),

                               


  Savadivattam, T.C.S.M (Via),

                               

  
Vellore (Dist), 635815.

                                                  TamilNadu.

     PAN

            

: ERCPS8057Q
     Passport No


: J2453381
     Date of Issue


: 20/09/2010
     Date of Expiry


: 19/09/2020
