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Objectives
Achievement driven professional with around 13+ years’ Experience, targeting assignments in Identity and
Access Management (IAM Security) Domain; Managing multiple teams with organization of high repute.

Certifications

=  ForgeRock Certified Access Management Specialist
=  ForgeRock Certified Identity Management Specialist
=  RHCE [Red Hat Certified Engineer]

=  MongoDB Certified DBA.

=  MySQL Certified DBA

= |TIL V4 Foundation

Experience

Accenture (Gurgaon) Security Associate Manager
July’18 to Present

=  Designed and Architecture 10+ ForgeRock Deployments in Brownfield & Greenfield Env which involves
Blue-Green Deployments, Multi Region Deployments with Highly available robust solutions.

=  Managing a Team of 20+ Resources for 24x7 Security Operations for 8+ Clients across Geo locations.

=  ForgeRock Capability Lead & Managing L4 ForgeRock Capability within Manage Security Services.

= Strong Architecture, Design and implementation skills in Brownfield / Greenfield Environments for
ForgeRock, Okta, Ping IAM solutions for large enterprise Env using DevOps and agile methodologies.

= Strong Experience into deployment of ForgeRock Stack 6.5 Ver (AM, IDM, DS, IG) on Cloud.

= Strong Experience in implementation of Application onboarding of SAML2 / OIDC / Web Agents in
ForgeRock Access Manager.

=  Extensive experience in upgradation of ForgeRock Stack with minimal outage.

= Extensive experience in managing Cloud (AWS / GCP / Azure).

= Strong Experience in migration of other Identity solutions (CA / Oracle / Ping) to ForgeRock IAM / Okta

= Strong DevOps Skills which include exposure to Jenkins, Ansible, Puppet, Maven etc.

=  Experienced in scripting languages: Bash, Python & Ruby.

= Strong knowledge on API build and deployment

= Strong knowledge of JENKINS / Ansible

=  Strong knowledge of SAML, JWT, JAVA Cryptography K

=  Extensive experience in deploying robust monitoring solutions for IAM Solutions which involves

deployment and configuring of tools like AppDynamics, Splunk, Dynatrace, Newman, Prometheus,
Grafana, Nagios, Zabbix, Graylog, Kibana and Custom scripts.
= Strong knowledge of performance tool like JMeter, Postman.



Capgemini (Mumbai) Senior Consultant (Team Lead)
May’ 14 to June’18.

= Architecture, Design and implementation of identity and access management solutions in large
enterprise environments using DevOps and agile methodologies.

= Integration of identity and access management solutions into customers' infrastructure and
applications.

=  Design of a Load Balanced, high available robust IAM Infrastructure.

= |nstallation and configuration of OpenAM 12.0.4 / 13.5, OpenDJ 3.5 and OpenIDM 4.5

= REST based integration for web applications

= Strong experience in Application onboarding for ForgeRock IAM implementations.

= Understand, assess, and analyze the existing business and management processes and provide tailor
made solutions to meet the customer requirements.

= Server Configuration Management, Release Management, Deployments, Automation using Puppet,
Chef and Ansible.

= Code & Configuration Migration from across Environments using CICD Pipeline.

= Set-up and configure Development, Staging, UAT and Production server environment for projects and
install/configure all dependencies using the industry best practices

= Extensive experience with Git like distributed version control systems and their use in release
management, branching, merging, and integration strategies

=  Extensive understanding of Cl best practices and tooling on Jenkins

= Expertise in managing Cloud / VMWare resources and good exposure on Dockers

= Experience in installation, configuration and managing of apache webserver, Tomcat/Jboss/Glassfish,
HA-Proxy, Nginx.

=  Good understanding of JVM, troubleshooting through thread dump and log analysis

Mahindra Comviva Technologies Ltd. Senior Software Engineer (Devops)
March’11 to Apr’ 14.

= Deployment of SMSC Application using Devops and Agile Methodologies.

= |nstallation of database Package MySQL / Mongodb, Update/ Modify tables and Structure, Executing
Queries for Data extraction on customer demand, Taking backups of Database and Storage.

=  MySQL DB Administration which includes replication of databases on the Production servers and
performance tuning of the db to increase the throughput of the MySQL server.

=  Monitoring of servers with custom scripts and automated tools like Zabbix, Nagios and cacti.

= Custom scripts for performance Tuning and process automation in shell scripts

Monster.com India Pvt Ltd. Senior System Administrator (Unix)
July’10 to March’11
= Configuring New production servers using open source packages
= Responsible for install & configure LAMP (Linux+Apache+MYSQL+Perl)
= Remote Server Monitoring of managed Linux Servers using Nagios.
= |mplementation of LVS and Heartbeat for server load balancing and failover.
=  MySQL DB Administration which includes replication of databases Servers across multi datacenters.
= Web traffic monitoring/management using Sawmill.



InfoEdge India Ltd - Naukri.com (Noida) Linux System Administrator
Nov' 2007- Dec 2009

=  Configuring New production servers using open source packages

= Responsible for install & configure LAMP (Linux+Apache+MYSQL+PHP)

= Web traffic monitoring/management using Awstats

=  Participate in root-cause analysis of recurring issues

= Remote management of Red hat Enterprise Linux / Fedora Core / Cent OS Production Servers.

= Remote Server Monitoring of managed Linux Servers using ZABBIX.

= Debugging, Planning, implementation, and product research / new release evaluation of software.

= Custom scripts for performance Tuning and process automation in shell scripts.

Education

=  PGDSDA (Post Graduate Diploma in System and Database Administration) form CDAC, NOIDA
= B.Ein [Computer Sc.] from [Hindu College of Engineering, Sonipat, MDU Rohtak in [2007]
= Xl Passed (CBSE) [SDM School, Sonipat]

Trainings
= Trained on ForgeRock Stack (AM, IDM, DS, IG)
= Trained on Ping Identity, SailPoint 11Q and Okta.
= Trained on AWS, GCP, Azure.
=  Completed TOGAF (Open Group) training
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