AAKIF ANSAR SHAIKH

Data Protection Professional
DOB: 02" October 1993

@) aakifshaikh72@yahoo.com
>~

N\ +917208833250

@ Powai, Mumbai, India 400076

PROFILE

Data Protection professional with over
4.11+ years of wvarious industry
experience seeking an opportunity in a
company where | can employ my
technical  proficiency to  achieve
organization goal through commitment,
hard work, innovation, and teamwork.

AWARDS & RECOGNITION
= 2 Spot Awards at EClerx
= Extra miler Award at Aujas

CERTIFICATIONS & COURSES
= (OCI Foundations Associate

= |SO 27001: 2013 LA ISMS

= PCI-DSS Implementer

= CCNA

=  Microsoft Security Fundam.

EDUCATION

BACHELOR OF ENGINEERING IN
ELECTRONICS & TELECOMM.
LOKMANYA TILAK COLLEGE OF ENGG.,
MUMBAI UNIVERSITY

First Class with 63.5% in May 2015

HIGH SCHOOL EDUCATION
HSC with 70.17% in February 2011
SSC with 74.4% in February 2009

ACTIVITIES AND INTERESTS
Playing Football, Workout, Listening to
music, Bike riding.

EXPERIENCE [TOTAL-4.11+ YEARS]

I.  CONSULTANT, AUJAS CYBERSECURITY, MUMBAI

OCTOBER 2019 —TILL DATE

= Deliver DLP and DAM implementation projects including full PLM
deliverables: requirement, testing, pilot, and global implementation.

= Security risk assessment of DLP, DAM and DRM/IRM implementation
and propose necessary solutions and controls to mitigate risks.

= Develop incident management and response workflow for incidents

= Data Flow Analysis and define policy/usecases for DLP solution as per
requirements and refine them as the DLP strategy matures.

= Document solutions and help documents as needed for future teams.

= Analyze reports from data protection tools and provide metrics to
management

= Assist and support team members in their project accomplishment

= |nterview and train new joiners and team member for various data
protection solutions.

= Participate in various project requirements, kick Off, ad-hoc meetings
to understand client requirements and support in the creation of
necessary documents/proposals and plan of action.

= Documented Reports, Presentations, Upgrade/Implementation Plans,
Audit Reports, Solution usecases for multiple projects and client.

II. SENIOR ANALYST, ECLERX SERVICES LTD., MUMBAI

SEPTEMBER 2017 — OCTOBER 2019

= |mplementation of complete Symantec data loss prevention (DLP)
server setup and configuration and administration of the same.

= (Create & configure policies and usecases as per requirements

= (Creating, deploying and managing endpoint agent groups and packages

= |ncident management, escalation, reporting and tracking

= Daily health checks of resources, errors, updates and database hygiene.

= Managing backup, archive, and purge operations

= Troubleshooting errors and issues and simultaneously working with
Symantec support on same.

= As part of SOC operations for real time monitoring review, analyze and
interpret the logs captured in SIEM tool (evigil and AlienVault).

= Risk analysis and providing approvals for application, software’s,
websites, various access in company networks and assets.

= Vulnerability assessment of web applications and devices using Nessus
and IBM Appscan, creating, and generating reports of the scan.

= (Creating daily, weekly, and monthly reports on DLP Aspects, network
devices, antivirus and WSUS.

KEY SKILLS

TECHOLOGIES - DLP, DAM, IRM, AV, SIEM, VA

TOOLS - Forcepoint DLP, Symantec DLP, O365 DLP, Data Resolve DLP, IBM
Guardium DAM, McAfee DAM, Imperva DAM, Seclore, Microsoft AIP, SEP.
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