SAMIREDDY YUVARAJU
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9108966590 | yuvarajusamireddy439@gmail.com

Objective

To work in a creative amd challenging environment esing cutting edge technologies where | could constantly learn and successfully deliver
solutions to problems and establish Responsibilities for information security in the organization by safeguarding the confidentiality,integrity
and availability of information. Planning to drive the process towards automation.

Skills

¢ «Platforms : windows7/8/10

+ SIEM TOOLS : HP-ArcSight ESM/Logger.
Tools/Analytics

« End point : Crowd strike

Vulnerability tool : Nexpose

Ticketing tool : service now

« Networking : TCp/IP,0SI,VPN,Various protocols
Other skills : Vulnerability management
Packages : MS-Office ,HTML

Education

« B.com (computer Applications) with 68% in Sri venkateswara university from Tirupati Andhra pradesh

Personal Details

+ Date of Birth : 24-07-2000

. Marital Status : Single
Nationality . Indian

*

+ Gender : Male

Languages known : English , Telugu

+ Father's Name : S.venkatesh Reddy

Experience

« Jio pvt Ltd Oct 2020 - Till date

Projects

+ Project title

Garbage collection (Team management)in power infotech
Project title

*

Semantic Rules Engine for the industrial IOT Gateways

Summary

+SOC Analyst with 2.0 year's experience in Information Security, with security operations including Incident management,End point
security and logs analysis through SIEM.Experience on working in 24x7 operations of SOC team, offering log monitoring, security
information management
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Professional Summary

*

« performing log analysis & analyzing the crucial alerts at immediate basic.

-Experience on SIEM/(Security Information and event management) tools like monitoring real-time events using tools like HP Arc sight
and Qadar.

+Filling the daily health checklist.

-Preparing daily,weekly,monthly report as per client requirement .

*Preparing documents & templates for escalations.

+Preparing project status report in MS Excel.

+Creating the tickets in ticketing tool.

Roles & Responsibilities

*

*Have good knowledge on the architecture of Arcsight & MCA fee& Splunk & Qradar

+Analyze the realtime events for both network security devices. Like Firewall,IDS,IPS,proxy, WAF using SIEM tool.
-performing log analysis and analyzing the crucial alerts at immediate basis.

*monitoring realtime events using tools like HP Arvsight &splunk.

+Performing the scanning and trouble shooting the scanning related issues.
-preparing documents and templates for escalation.
Reporting weekly/monthly dashboard to customer.

preparing project status report in MS Excel, creating the tickets in Ticketing tools.

- served as Analyst in information security for real-time monitoring,analyzing logs from various security/industrial appliance
«Administrating various incidents/security alerts triggered in SIEM tool

*Handling log monitoring and incident analysis for various devices such as Firewalls, IDS,IPS,Database.

-Maintain keep understanding of evolving internet threats to ensure the security of clientnetworks

-Contacting the customers directly incase of high priority incidents and helping the customers in the process of mitigating the attacks.
-Understanding the incident based on the determine whether it's FALSE or TRUE positive .Trouble shooting SIEM dashboard issues
when there are no reports getting generated or no data available

-Determine the scope of security incidents and its potential impact to client network recommended steps to handle the security incidents
with all information and supporting evidence of security events.

+Good understanding of OWASP top 10, IDS,IPS,Threat modeling and cyber security like DOS ,DDOS,MITM,SQL Injection and XSS.
+Handling multiple customers globally analyzing the customer network for potential security attacks
ssupport security incident response process in the event of a security breach by providing incident reporting.

Key Strengths

*

*

*

Good communication

Dedication and commitment

Critical Thinking

Leadership qualities and adaptability
Interest to learn new things

Puntual and Reliable
Self-confidence and motivation
Time management indeliverables
Quick learning ability

Declaration
*

« | here by declare that the information provided above is true to best of my knowledgeable

Date : s.yuvaraju
Place :



