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Bramhadev 
Singh 

Professional Experience  

5+ years of experience in IT operations. 
 

• From:                 06/12/2021 To Till date   
   Designation:     Senior Consultant   

   Company:          Aujas Cybersecurity Pvt ltd. 

• From:                  15/07/2019 To 03/12/2021   

   Designation:      SOC ANALYST  

   Company:           Netmagic Solutions Pvt Ltd.  

• From:                 24/12/2018 To 12/07/2019  

   Designation:      Remote support Engineer  

   Company:          CMS-IT Services.  

• From:                 10/05/2017 To 23/12/2018  

   Designation:      Desktop Engineer  

   Company:          IMPACT Infotech Pvt Ltd 
 

Education 

• Master of Science in Information Technology (marks: 75% passing out 
year: 2021)   

• Bachelor of Science in Information Technology (marks: 61% passing 
out year: 2016)   

• HSC from R.D. National college Bandra (marks: 57% passing out year: 
2013)   

• SSC from Purushottam high school (marks: 78% passing out year: 
2011)  

Kay Deliverables 

• Use-Case creation, Fine-Tuning using Log analysis for Windows,  Linux, 
Firewall, IPS/IDS, VPN, Database, Anti-Virus, devices etc   
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Team Management 

Threat Hunting, deep dive Investigation, Conducting Cyber drills, Log analysis, 
Incident Management, EDR Detection workshops, Report Creation, Rule Logic 
building, Rule management. 

Technological/Tools Hands On with 

Smokescreen, Stealthwatch, Microsoft Defender/security & Compliance/O365, 
Fire-Eye, Qradar, Arcsight, Cyware CTIX/CSOL/CFTR, Izoologic, Zerofox, Akamai, 
McAfee, CyberArk-PTA, TATA-DDOS, Airtel DDOS 

Technical Skill 

• Having experience of handling Clients from IT & Banking sector hence 
can understand their IT Infra, Network Infra   

• Proficient in understanding Logs of Windows, Linux, Firewall, IPS/IDS, VPN, 
Data-Base, Antivirus, WAF etc.   

• Threat Analysis & IT Security Framework   

• Cyber Kill-Chain   

• Basics of Firewalls   

• Good knowledge of AD administration, Windows Administration.  • 
Experience on working on Incidents, Requests and Change.   

 

• Good knowledge of working over infrastructure hosted across 
distributed geographical locations.   

• Monitoring Server health by checking Performance monitor logs, disk- space 
utilization, SNMP Configuration, Events viewer reporting and taking corrective 
measures.   

• Expertise with several monitoring tools such as Solar winds, Logic Monitor 
and NBOSS and ticketing tools such as Service Now, Siebel, NBOSS and BMC 
Remedy  

• Troubleshooting in every term of hardware and software of systems.   

• Managing ACTIVE DIRECTORY.   

• Managing International Servers remotely   
• Windows domain servers, file servers and Active Directory handling.  • Worked 
with vendors to analyse and troubleshoot solutions 
 

Languages Known 

Hindi, Marathi, English 
 


