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Yashhemnani045@gmail.com

CAREER OBJECTIVE

To secure a position and be a part of progressive organization that gives scope to enhance my knowledge
and skills, which can be used for the organisational growth and personal growth and contribute to the
organization success.

PROFILE SUMMARY

Profound knowledge of Networking Security, Ethical Hacking and Cyber security

All vulnerability assessment and penetration testing

Sound knowledge in Metasploit Framework and Social Engineering

Network security with IDS, IPS MOD SECURITY

System security and system Harding, Operating system login bypass

Linux system administration (RHEL 5/7). Installation and Troubleshooting

Sound knowledge of linux seevees(SAMBA, DNS, APACHE WEB SERVER, DHCP, SSH, TELNET, FTP, NFS
Familiar with computer networs(0SI, SUBNETS, TOPOLOGIES, TCP/IP, DNS)

TECHNICAL SKILLS

o Work on various security tools: NMAP, HPING, METASPLOIT, ADVANCE IP SCANNER, HYDRA, NICTO,
DIRB, HASHCAT AND VAPT TOOLS

o Vulnerability Scannera: Nessus, Burp suite, Acunetix

o Networking: TCP/IP, OSI Layers, VLAN, SUBNETS, TOPOLOGIES

o Network security: Firewall Ip table, TCP Wrapper, Foot printing and penetration testing

» Storage/Disk Management, LVM, User group administration, Quota management, CRON, System eun
levels

EDUCATION

» Bhopal school of social sciences
BCA
65%
2020

o Deepmala pagarani sanskar public school
Xl
80%
2017

» Deepmala pagarani sanskar public school

75%
2015

PROJECTS

e ONLINE CARRENTAL PROJECT 5 months

Led a team of 4 and was instrumental in successfully completing "Online Carrental" under the guidance
of HOD(BCA) of my college and achieve goal of the project that is to provide a perfect website where
you can easily rent luxury cars.



CERTIFICATION

» Certified Ethical Hacker by EC COUNCIL
o Completed Linux network and system administration training at LINUX SOLUTION BHOPAL

PERSONAL STRENGTHS

| am Hardworking, Confident, Honest, Smart Disciplined and Quick to learn new skills

PERSONAL PROFILE

» Date of Birth : 03-11-1999
o Marital Status  : Single

» Nationality . Indian
| known  English Hindi Sindhi
anguages
« Hobb . I enjoy keeping up to date with the latest technologies amd i also enjoy traveling and
y " playing
DECLARATION

| do hearby declare that the above information is true to the best of my knowledge and belief.

YASH HEMNANI



