	


      Dhirendra Kumar CISSP
	


	Contact No: 

+917406310822
E-mail: 
Dasdhirendra8788@gmail.com
Passport No:

P0789238
CISSP Member ID: 1104912
Address:

8/78, 4th Cross, 

ITC Colony, Cox Town, Jeevanahalli, Bangalore.
Personal Data

Date of Birth: 07 March 1990

Sex: Male

Marital status: Single

Nationality: Indian

Language Known:  English, Hindi, Maithili.

[image: image1.png]CISSP.

Certified Information
Systems Security Professional

An (ISC)’ Certification




[image: image2.png]Certified in
Cybersecurity

An (ISC)’ Certification





[image: image3.png]



[image: image4.png]Microsoft
CERTIFIED
oluions Eert

private Cloud




[image: image5.png]\

@

—~\

ITIL

V3 Certified





	Objective:
Seeking a position to utilize my skills and abilities in the Information Technology Industry, a job where growth prospects are unlimited and individuality is recognized by work, and to achieve professional satisfaction by meeting higher responsibilities and involving in competent work areas.

Educational Qualification: 
              B.C.A (Bachelor of Computer Application)
Professional Experience 

12+ Years of Security Domain Experience.
SLK Software Pvt LTD.
       From Dec 2021

        Designation – Information Security Lead

ITC INFOTECH INDIA LTD
        From July 2014 to Nov 2021

        Designation – Information Security Engineer

ITC INFOTECH INDIA LTD
         From July 2010 to June 2014
         Designation – Network Security Engineer
Professional Certifications

· CISSP- Certified Information System Security Professional

· CC-Certified in Cybersecurity

· CCSA-Checkpoint Certified Security Administrator

· MCSE 2012: Private Cloud Certified.

· ACSP-Apple Certified Support Professional 

· ITIL V3 Foundation Certified.

Security Proficiency
 Security Products: Forcepoint- DLP, Web Security, CASB

                                  Zscaler- Web Security and Cloud Firewall.

                                  Netskope- Web Security, CASB, DLP, Private Access
                                  NGX Firewall- Checkpoint, Paloalto, FortiGate.

                                  NAC- Cisco ISE, Forscout.

                                  EDR- Crowd strike, VA- Nessus, 

                                  EPM-Beyond Trust, PAM- Arcon, 
                                  VPN: F5 APM, Paloalto Global Protect
                                  Microsoft Defender, Cloud App Security. AD Audit
                                  SIEM: IBM QRadar


Designation: Information Security Lead

Organization: SLK Software Pvt Ltd.

Time Period: Currently Working from Dec 2021

Job Responsibility: 
· Developed and implemented a Security Operation Centre (SOC) program that improved the organization's ability to detect and respond to security incidents.
· Integrated SIEM with entire enterprise network devices and servers.

· Developed and implemented a security incident response plan that ensured a coordinated and effective response to security incidents.

· Successfully managed the implementation of the Forcepoint Data Leakage Prevention system that improved the organization's ability to identify and address vulnerabilities in a timely manner.

· Enforcing/Managing DLP Policies based on company requirements which include Policy creation based on Fingerprinting, OCR, dictionaries, etc.
· Successfully implemented and managed Netskope cloud security platform (WSG, CASB, WEB DLP, Email DLP) resulting in a reduction in data leakage incidents and increased visibility into cloud usage.

· Successfully implemented the Beyond Trust EPM tool across the company's endpoints, reducing security risks and improving compliance with regulatory requirements.

· Define the policies and procedures related to Information security management systems which include IAM functions.
· Implemented IPS for the Org, reducing the risk of cyber-attacks and improving network security.

· Configured and managed IPS policies to ensure maximum protection against network threats
· Conducted regular assessments and fine-tuned IPS rules to adapt to the evolving threat landscape.

· Designed and implemented Enterprise security solutions like DLP, Web security, CASB, EDR, NAC, IPS, Firewalls, and Encryption on multivendor platforms.
· Implemented Zscaler Internet Security and CASB throughout the organization.
· Implementing Cloud app control, URL Filtering Policy, and file type control policy. based on users, Groups, Departments & Locations.
· Review and report web/ OS scans results and Network Infra, find vulnerabilities, misconfigurations, and compliance issues, prepare final reports with all findings and their description, risk, and mitigation strategies 

· Experienced in administering CrowdStrike Falcon platform to provide advanced endpoint protection against sophisticated cyber-attacks. Managed policies, configurations, and custom rules to ensure maximum security posture.

· Using the Nessus tool for Vulnerability scanning and providing recommendations based on severity.
· Responsible for collecting and analyzing the Security Event notifications/tickets and reviewing support documentation for security incidents.

· Weekly Governance call with MSOC vendor incident reporting and remediation.

· Conduct daily security review meetings for multiple security solutions to discuss and mitigate if any incident occurs.

· Participating in Internal ISMS audit and PCI DSS Audit to maintain compliance based on industry/ regulatory standards.

Designation: Information Security Engineer

Organization: ITC InfoTech India Ltd.

Time Period:  July 2014-Nov 2021

Job Responsibility: 
· Developed and maintained incident response protocols to mitigate damage and liability during security breaches.

· Created cybersecurity best practice communications to educate staff against known threats and potential vectors of attack.

· Designed company-wide policies to bring operations in line with Centre for Internet Security (CIS) standards.

· Conduct IT Security Audits per ISO27001 and regulatory requirements Like PCI DSS.

· Designing and implementing security solutions to protect networks, systems, and applications from cyber threats.
· Review security policies using ACL, Firewall, IPSEC, SSL VPN, AAA TACACS, RADIUS, and Cisco ISE.

· Managed and reviewed Forcepoint web filtering and Data leakage Prevention solutions.

· Experience in the implementation and operation of the Information Security Management System (ISMS).

· Performed the VAPT scan and provides recommendations based on severity.

· Conduct physical security assessments, logical security audits, hands-on technical security evaluations, and network and web-based application penetration tests.

· Provide system security engineering support for the design architecture and implementation of security solutions for End-user systems.

· Responsible for collecting and analyzing the Security Event notifications/tickets and reviewing supporting documentation for security incidents.

· Work with the IT compliance teams on e-mail phishing campaigns and other cyber-related exploits to design and implement proactive security awareness.

· Proposed new initiative for information security awareness and training at the organizational level and primary contact for information security-related aspects.

· Investigate new and emerging security threats against the Network infrastructure and interconnected systems.

· Reviewed various log sources from different tools and applications and ensured all logs were piped to the SIEM solution. Reviewed the use cases for IBM QRadar and finetuned to ensure that true positive.

Designation: Network Security Engineer

Organization: ITC InfoTech India Ltd.

Time Period: July 2010–July 2014
Job Responsibility: 

· Worked on Checkpoint Next Gen Firewall.
· Implementation and Management of Checkpoint R75 (SPLAT) and Gaia R77.30.

· Implementation and management of Checkpoint SMB devices 1490 & 1590.

· Clients to site VPN tunnels through multiple Checkpoint firewalls and maintaining access Policies for remote users.

· SME for Zcalar Internet access cloud.

· Implementing Cloud app control, URL Filtering Policy, and file type control policy. based on users, Groups, Departments & Locations.

· Managing Zscaler Cloud Firewall.

· Management & Monitoring of Cisco ISE.

· Implementing security policies using ACL, Firewall, IPSEC, SSL VPN, AAA(TACACS+RADIUS)

· Managed Cisco and Aruba Wi-Fi networks.

· Implemented and Managed Cisco ASA Firewall for Client projects as per their guidelines

· Configuring network access servers and routers for AAA Security with Role-based user access.

· Implementing traffic filters using Standard and Extended access lists, Distribute-Lists, and Route Maps.

· Brief Knowledge on BIG IP F5 APM & LTM Technology.

· Knowledge of Palo Alto firewall.

· Designing, planning, implementing, and troubleshooting LAN networks Like data, security, and wireless networks.                                                      

· Brief Knowledge on Cisco N7K, and N9K Nexus Switch. Troubleshooting of complex LAN/WAN infrastructure.

· Monitoring all the Network devices using NMS Tools.

· Aiding in the installation and maintenance of various Aruba & Ruckus products and extending Network. 

· supports Enterprise customers and partners worldwide.

· Monitor and Report network outages and other reports.

· Maintain network documentation. Prepare operation and management reports Define processes and manage the network infrastructure.

· Good knowledge to prepare network diagrams.

· Preparation of monthly network reports and fine-tuned network outages.

· Settings of the networking devices (Cisco routers, switches) co-coordinating with the system/Network administrator during implementation.

· Performing backups of Network device IOS and configuration.

· Upgrading and backups of Cisco router configuration files

· Administration of Checkpoint Endpoint Data security. 

· Enabling encryption technology for Data Safety using Checkpoint Security.

· Implemented Sapience Analytics throughout the Organisation.

	Strengths:


· Able to work and stay focused under pressure.

· Get along well with colleagues.

· A strong willpower with a desire to contribute and succeed.

· Ready to do things differently if it aids in better results.

                                                                                                Dhirendra Kumar 
