Sheik Abdul Shakeel
Mobile: +919949030894
Email: ashakeel78@gmail.com
Cyber Security and Network Security Consultant 
Objective
A versatile and accomplished Cyber Security and Network Security Consultant with nearly 16+ years of experience in the field of Network Security, Managed Security Services, Security Operations Center, H Cloud Security Services and Information Security Auditing.

Having good international work experience, worked across the globe at various geographical locations USA, UAE, Oman, Philippines and Malaysia for Banking, Insurance, Telecom and Manufacturing customers such as Etisalat, Maxis Telecom, Globe Telecom, Bank Muscat, Dubai Municipality and other Govt projects.
Career Summary 
	Duration
	Company
	Last Role

	June 2015 to till Date
	Tata Consultancy Services Pvt Ltd
	Assistant Consultant – Cyber Security  

	Dec 2009 to Mar2015
	Tech Mahindra (Philippines and India)
	Associate Security Architect

	Jan 2009 to Dec 2009
	Reliance Life Insurance (Silverlake Information Systems)
	IT Security Engineer

	Feb 2008 to Nov 2008
	GAVS Technologies and Prodapt Solutions Pvt Ltd (Onsite)
	Consultant – Information Security (Oman and Dubai)

	June 2006 to Feb 2008
	Fidelity Business Services Pvt Ltd
	Associate Security Consultant

	Sep 2003 to June 2006
	D.S.Infotech and Om Systems worked for CMC Ltd
	Network Administrator and Customer Support Engineer



Qualification 
· Master’s Degree in Science (Msc -Electronics Specialization) with First Division, April 2000
· Bachelors in Degree (Bsc - Electronics) with First Division, April 1998

Certifications 
· CISA (Certified Information Systems Auditor)
· ECSA (EC council certified Security Analyst)
· CEH (Certified Ethical Hacker)
· ISO 27001-2005 (Information Security Lead Auditor)
· CCNA (Cisco Certified Network Associate)
· AWS Security Specialist Certified
· PCI-DSS
· ITIL
· Qualys Vulnerability Administrator



Hand on Experience on Devices and Tools
· SIEM Tool – Administration and Monitoring (IBM Qradar, Splunk, LogRhythm)
· SIEM Implementation, Log source integration, co-relation rules, use case implementation and fine-tuning.
· Splunk Log review, Event and Incident handling and integration security tools and other apps.
· Malware Analysis – FireEye EX, NX, PX & HX solutions
· Endpoint Solutions (EDR):   McAfee ePO,Symantec Endpoint Protection, FireEye HX , FAAS CrowdStrike Falcon, Carbon-Black(Bit9)
· Firewalls: Cisco ASA ,Checkpoint and Palo Alto
· DB firewall and WAF - Imperva WAF
· Vulnerability Management Tools – Qualys Guard, McAfee, Nessus, Nexpose, 
· Data Loss Prevention:  Symantec DLP
· Email Security Systems: Symantec SMG
· Web Application Firewall: Imperva WAF
· DNS Firewall: Infoblox DNS Firewall
· Cloud Security and Data Privacy: Azure Security center and Azure Native Security tools, AWS Security Native tools, CASB -Netskope and CSPM.
EXPERIENCE SUMMARY 
Organization	: Tata Consultancy Services Pvt Ltd, India
Role      		: Assistant Consultant – Cyber Security and Cloud Security
Responsibilities: Projects Involved business units: Insurance, Telecommunications and Manufacturing.
· Responsible and working experience in IT security architecture components, demonstrating solutions delivery; including network design, application delivery, remote access, cloud components (IaaS, SaaS, PaaS), security devices, data protection technologies, mobile device management, and others.
· Working experience in Application Security, data protection, cryptography, key management, identity and access management (IAM), and network security.
· Experience in Azure and AWS Cloud Security Native tools services designing, implementation, configurations.
· Working experience in working with cloud security and governance tools, cloud access security brokers (CASBs), Cloud Security Posture Management (CSPM) and server virtualization technologies.
· Experience in performing threat modelling and design reviews to assess security implications and requirements for the introduction of new technologies.
· Ensuring the compliance with Regulator, standards, policies and procedures for information security based on local and international standards and national information security policies.
· Responsible and experience in industry trends in cyber risk with industry standards and regulatory requirements (PCI DSS, ISO 27001, HIPAA, NIST cyber security framework, security best practices and CIS, Azure ,AWS benchmarks) 
· Experience in project management activities and work across multiple cybersecurity and cloud security projects to ensure the successful project delivery.
· Working directly with customers, understand business and Cloud Security and Cyber Security technical requirements, customer environments and Architect, design and implement security solution.
Vulnerability Assessment Solutions Experience:
· As part of VA; Identify gaps or vulnerabilities in systems across the company, which includes managing and modifying security scan profiles as per the baseline standards.
· Perform security analysis of the different layers of the systems by performing automated system vulnerability assessment scans using various vulnerability scanners.
· Review scanner reports and work with the systems owners to remediate issues following a risk-based approach.
· Continuously monitor the published vulnerabilities for various applications, operating systems, and database layer.
· Work with system owners on ensuring validation scans are performed within the vulnerability’s agreed remediation SLAs.
· Maintenance of documents, procedures, reporting, and stakeholder communications
· Participate in Proof-of-Concept activities of various vulnerability scanning/remediation tools
· Adhere to industry specific local, state, and federal regulations, as applicable

Job Profile: Tech Mahindra Ltd (India and Philippines) Dec 2009 – Mar 20015
Role	      : Associate Security Architect 
Responsibilities:
· [bookmark: OLE_LINK5][bookmark: OLE_LINK6]Developed & deployed leading technologies like SIEM, IDS/IPS, Web Security, Antivirus and Threat Management Gateway Solutions
· Drafted & rolled-out transition plan for Security Operations Centre, procedure documents for Security Incidents and Use Cases
· Furnished Subject Matter Expertise to team in processes, technologies, & methodologies on all key areas, including SIEM Tools, Vulnerability Management, Security Incident Response and Malware Analysis
· Conducted vulnerability assessment using NESSUS, NMAP 
· Based on new customer requirement implement firewall polices, Virtual routers in datacenter on Palo alto, Checkpoint and ASA firewall
· Implementing load balancing methods, SSL certificate, Route domains in F5 Load Balancer



PERSONAL DETAILS 
Name       			Shaik Abdul Shakeel
Marital Status			Married
Location                                              Hyderabad
Passport Details   			Valid till 11th June 2028
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