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J. SUDHAKAR	
Strategic Identity & Access Management Leader with hands-on experience in IAM Solutions, Architecture, Program Management, Risk Management, Infrastructure Management,IT Audit, Asset Management, Vendor Management and Automation.









AN OVERVIEW
	Mobile:                        
	(+91) 9841048692
	Overall Exp.:
	17+ Years 

	Languages:
	English &  Tamil
	Email:
	sudhakar@gmail.com
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Technical & Operation Lead from the business perspective, bringing the ITIL best practices & knowledge to drive Infrastructure Management Services for Multiple Clients on the Global Delivery Framework model

SNAPSHOT

Information Security professional with over 15+ years of experience in the areas of Identity and Access Management on various platforms, Program Management, IT support,  Asset Mangement, security monitoring, control measures on the security process and security policy, password management, IT Governance, IT Audit. Proven ability to translate business needs into technology requirements that support the company’s business objectives and to successfully manage all phases of Security & Risk projects. Combine technical expertise with strong business acumen and operational understanding; ensure all technical strategies and activities align with corporate goals. Expertly oversee large-scale IT projects and infrastructures—from initial planning and development to implementation and enhancements.

Spheres of Excellence —
	· Identity & Access Management
· IT Security & Governance
· IT Operations & Transition Mgmt.
· Digitalization & Process Automations
· Project & Delivery Management
· Auditit/Risk & Compliance
· Major Incidents / Crisis Management
	· CyberArk PAM
· SOX Control
· Project & Delivery Management Cloud Access Management 
· Microsoft Windows/VM Tech.
· System Architect & Consulting 
· Team Building & Leadership
· Business Continuity Management  
	· Infrastructure Support
· Team Key Player & Building
· Lean and simplification processes
· Continual Process Review & Improvement
· AWS IAM
· Problem & Change Management




CAREER CONTOUR
 (
Certified course in Microsoft Packages, Internet concepts
,
 and GUI technologies – NIIT.
P.G. Diploma in Computer Applications specializing in programming aspect - IFG – ACE.
Certified course in Software Testing tools – Softsmith InfoTech.
Certified Ethical Hacker – CEH V8 – EC- Council
Certified Information Security Management Systems (ISMS) Auditor/ Lead Auditor (BS ISO/IEC 270001:2013)
AWS Certified Solutions Architect – Associate 
Microsoft Azure – 900
) (
Strong desire to learn new skills and technologies as they are introduced to the environment.
A self-starter with high levels of drive, energy, resilience and a drive for professional excellence
Ability to work well in diverse, multinational teams and proven ability to influence others to achieve positive outcomes
Ability to prioritize, re-schedule and adapt to changes in a dynamic environment
Experience of developing and managing relationships with global customers
Good communication and facilitation skills
)



















	






























CAREER CONTOUR


March 2021 – June 2022	DHL Global Forwarding  Freight., Chennai, India as Senior Manager Local IT Support

· Played the role of Program Manager for the DHL Chennai Global Technology center.
· Worked with the Global IT Program Team to define the program controls, or the processes, procedures, reporting, etc., to manage the IT Projects.
· Monitor the overall program to ensure that milestones are being met across various projects and programs.
· Manage the Business IT Demand requirements for the center ensuring the delivery and maintenance of high-quality IT service by promoting and implementing DHL's Service Management process and acting as primary contact for the Business unit IT for IT Service Management issues
· Supports the deployment of service management tools, governance, methodologies and standards	
· Supports the consolidation of local IT infrastructures in line with the global strategy			
· Build strong working relationships with the Center Management teams and Center IT Management teams
· Support the Center IT Head in managing continuous improvement of services to support potential new business.
· Manage escalation and service issue resolution		
· Coach / Mentor team members within the Center IT team in service management skills.
· Support the drive towards a customer oriented service focused organization
· Involved in IT audit for GSC Chennai Center

May’15 – March’21	 AstraZeneca India Private Ltd, Chennai, India as Senior Engineer – Identiy and Access    Management Team

· Managing permissions for AWS services and resources,
· Managing IAM users, Roles & Policies
· Granting access to services and resources using IAM
· Granitng Role based access.
· Involving all Internal and External SOX security audits periodically 
· Involving BCP/DR Drill activity regularly  
· Participate in the transition of BAU run services from current service providers
· Delivery of Access Management Services against relevant Service Level Agreements (SLAs) and customer satisfaction requirements
· Work collaboratively with Infrastructure & Operations and other IT functions 
· Communicate clearly and effectively with AstraZeneca’s global customers and suppliers
· Participate in ongoing review of processes, procedures and SLAs, influencing modifications and enhancements of services
· Provide input to design and development of service solutions, technology, processes, information and measurements to meet documented business requirements and outcomes			
· User Administration Process which includes administration of user accounts, including system access rights, across all IT services within the enterprise. It also includes the administration of Non-User Service accounts in conduction with the needs of System Administration
· Administration of User Accounts.
· Granting file and Share access for the users which includes home drive access.
· Granting AZ and Medi server access to AZ users.
· Actively involved in AMedimmune to Astrazeneca domain migration.
· Involved in onboarding the servers to Cyberark
· Responsible for integration projects within AstraZeneca, creation of SOP
· Audit of CyberArk On-boarded Servers Account Review

Nov’13 – May’15 	Computer Sciences Corporation India Pvt Ltd, Chennai, India as Senior Associate
· Administers and maintains user accounts across Bombardier  systems by implementing processes, monitoring and resolving issues to ensure integrity of user ids on Bombardier systems
· Act as an escalation point for the team and assist with responding to Information Security Incidents
· Maintaining the team SLA and 100% compliance
· Administer access to Client systems by creating, maintaining and deleting user id’s on various platforms and applications.
· Implementation of processes and performance of administrative activities in line with documented procedures to ensure consistency in quality of service
· Identify security improvements for user access 	by liaising with customers, business unit risk managers, platform owners, application owners and Information Security Managers
· Improve customer focus in the manner in which queries are handled and responded resulting in improved customer feedback.
· Conduct employee reviews, interviewing, and hiring for the Information Security Team.

Feb’11 – Nov’13 	3i Infotech Ltd, Chennai, India as Senior Info. Security Analyst
Project : CIT Bank 
· Responsible for conducting internal audits and reviewing the information security policy 
· Marinating the team SLA and 100% compliance
· Daily Security Log Monitoring for  Unauthorized access on Windows Servers, UNIX and Mainframe 
· Real Time Events monitoring using Cisco-MARS(Protego) part of SIEM system
· Defining the approvals and Authorization strategy for the critical access.
· Identify and highlighting trends and re-occurring problems.
· Managing domain access for all employees by reviewing various reports based on AD Script periodically 
· Responsible to authorize the end user access based on role
· Responsible for all enterprise user access part of Identity and Access Management
· Reviewing all privileged user access on various domain for recertification
· Responsible for vulnerability assessment and patch management 
· Preparing weekly and monthly reports to validate user access 
· Involving all Internal and External SOX security audits periodically 
· Involving BCP/DR Drill activity regularly  
· Implementing security awareness program in the organization 
· E-mail Filtering using Mimesweeper
· Defining rule to allow websites for business requirement using Bluecoat Proxy

Sep’07 – DFeb’11           Standard Chartered Bank, Chennai, as Senior Executive -  Info. Security
Role:, Managing incidents and problem for day to day service delivery, Act as liaison for higher levels of technical support and manage technical escalation. BCP / DR capability for the critical services. Hands-on Experience in using tools like Dameware, Citrix, Novell, Remedy, RSA, Outside View and Nortel Networks etc


TECHNICAL SKILLS
	Operating Systems:
Tools:



	Windows NT, 2000, 2003, 2008,2012,2016 Servers 
Windows 2003, 2008, 2012 server - Active Directory, Microsoft Exchange 2010 & 2013, Quest Migration Manger, DFS Namespace, Print management console ,ADFS,MS Azure,AWS, ADMS, ADS,DNS,DHCP, RAID,Password Station, Pharos, AD, CA IDM, Dameware, Citrix, Novell, Remedy, RSA, Outside View ,Nortel Network and,PingID.



SCHOLASTICS PORTFOLIO

MCA (Master of Computer Applications)
Madurai Kamaraj University, Madurai,  Tamil Nadu, India

B.Sc (Biochemistry)
The New College, Chennai, Tamil Nadu, India
.
PERSONAL PORTFOLIO
	Address:                      
	Anna Nagar WestExtension,
Chennai – 600101
	Nationality: Indian
Civil Status : Married
	

	
	
	Location Opportunity 
	Chennai, Bangalore
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Notice Period – Immediate joiner

Linked In Profile: www.linkedin.com/in/sudhakar-jothiramalingam-05694a16
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