Curriculum Vitae

Name: ROHIT MUKHERJEE

About Me:

Information Security Analyst with 5+ years of experience in financial sectors. Implemented security measures and
protected valuable data. Perform regular testing of security measures and data processing systems.

Areas of Expertise:

SIEM

Cloud Security

Endpoint Security

Data Loss Prevention
Vulnerability Assessment
Policy Planning/Implementation

Experience
Finicity A MasterCard Company | 29th September 2016 - Now

Information Security Analyst
Cloud Security:

» Implementing security controls to enable clear visibility, prompt response to events, and adherence to regulatory
compliance requirements.
» Deployment, Configuration and Management of cloud native security tools to automate security
Management, monitoring and related processes to reduce risk.
» Responsible for evaluating, conducting proof of concepts and deployment cloud native and on premise security tools.
» Ensure compliance with security policies, guidelines, standards, controls, and governance.
* Review vulnerability and compliance scans and work with operations to resolve.
» Assessment of system security controls to validate control implementation and identify weaknesses.

System and Network Security:

* Implementing preventative and detective information security controls to secure the company's data,
Information, and resources.

» Conducting vulnerability scanning on internal and external resources to identify and mitigate identified
Vulnerabilities with Nessus/TenablelO, Qualys and TwistLock.

« Configuration and Management of anti-virus tool (Cisco Amp and CrowdStrike)

* Policy and Rules Configuration and Management of SIEM.

* Integration of multiple tool's with SIEM.

* Policy Configuration and management of Email Security Mimecast.

* Monitoring IDs/IPs and WAF events to mitigate malicious or suspicious activities.

« Defining, reviewing, and editing the information security policies on security tools.



Career Objectives:

To work in an organization where | can show my knowledge, skills in a true sense to achieve the

goals of the organization.

Qualification SETED Branch/Discipline University/ Board Year.of

Name Passing

GNIIT Software Computer NIIT Kalyan 2013
Engineering Application

Graduation B.ScI.T Science Mumbai University 2016

HSC H.S.C. Commerce Mumbai University 2009

SSC S.S.C Mumbai University 2007

Work Experience: Experience (5 years+)

Skills

SIEM

Splunk & AlienVault

AWS Security Tools

CloudWatch, Cloud Trail, AWS Config, GuardDuty & Prisma.

Anti-Malware/Virus
Solution

CrowdStrike & Cisco AMP

Email Security

Mimecast

Data Loss Prevention

Force Point DLP

DNS Cisco Umbrella
Firewall Cisco ASA & Cisco Firepower
Twistlock Providing the requested vulnerability path & whitelisting
Checkmarx Providing the report, maintaining Licensing, Scanning of 3" party
application before providing the approval.
WAF Cloudflare & Imperva




Project Summary:

Splunk + Gitlab integration:

e Integration of Gitlab with Splunk.

e Configuring of Sensitive data alert on Splunk.

e Configuring of alert on Splunk when data stops coming in.
CrowdStrike
Implementation of blocking USB in Finicity environment.
Mimecast

Worked with my colleague to implement the Mimecast in Finicity environment.
Market Expansion:

Currently working on setting up of security tools in Brazil region.

Professional Certification

e AWS Certified Security Specialty (SCS-C01)
e Certified Ethical Hacker (CEHv10)

Personal Details
Date of Birth 22/07/1991
Language Known : UEnglish UHindi UMarathi UBengali
Address :  B-68 Room no. 408 Kula camp Near Kali mata Mandir Ulhasnagar 5
Strengths . Initiative, Searching new idea. Best human Relationship. Always ready to
learn.
Hobbies . Surfing Internet, Listening Music, Gym.
Mobile No : 9503965143 / 8007783836
E-mail ID :  rhtmukherjee1@gmail.com
Place: Ulhasnagar Yours Truly,

Date: Rohit Mukherjee.
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